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Abstract. The process of managing and controlling equipment is a broader concept than data 

transmission. It includes collecting the information about the controlled parameters, 

transferring the information, its processing, the development of control actions and their 

transfer to the object in order to bring the controlled parameters back to normal. These tasks 

are solved by the control and monitoring system. Modern ACMS have not only a larger 

number of elements, but also a more complex internal structure. Even if all elements of ACMS 

function are in a reliable way in the process of its operation, the performance of the task 

assigned to the system cannot be treated as a reliable event. One of the essential features of 

ACMS is that they are meant to improve the quality of the controlled objects. To quantify the 

quality of complex systems, effectiveness indicators are used. Indicators of the quality of the 

system performance of the assigned functions are called the effectiveness of system operation 

or simply effectiveness. The main idea of evaluating the effectiveness of ACMS is to get the 

opportunity to compare systems that are identical in purpose, even if they differ from each 

other in the principles of design and operation. There are certain connections between the 

individual elements of ACMS, the system as a whole and the controlled object through which 

they interact with each other. From the point of view of evaluating ACMS effectiveness, the 

information content of these links is crucial, since the processes of automatic control, for 

example, in the field of electrical energy production and distribution, are carried out on the 

basis of information received about the controlled object. 

1. Introduction 

Analysis of achievements in the field of automatic control and monitoring systems shows that modern 

manufacturers pay attention to the strength of the products offered and characterize them according to 

the criteria: 

- calculated multiplication of the system accuracy indicator by the rate of its operation; 

- by signal volume; 

- by the probability of erroneous message reception. 

And the average consumer has to use these parameters when choosing complex and expensive 

products. 

Currently, there is no rigorous mathematical substantiation of a generalized criterion for assessing 

the effectiveness of a process and an automatic control and monitoring system. Which should 

characterize the information capacity of the process and the automatic control and monitoring system. 
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Thus, the article raises the topical issue of the mathematical substantiation of evaluating the 

effectiveness of the control and management process carried out by the ACS through the introduction 

of the entropy of the controlled object, taking into account the entropy of the ACS, caused by errors in 

the implementation of the monitoring and control process of each subsystem of the object. 

2. The rationalization technique for a composite cross-section 

2.1 Problem statement 

Modern automatic checkout and control systems are gaining wider and wider popularity in various 

areas of the national economy in general and in transport sphere in particular. At the same time, we 

require definite criteria to generally evaluate the effectiveness of the process and automatic control and 

monitoring systems (ACMS) themselves. 

2.2 Analysis of the recent researches and publications 

The problem has been analyzed in detail in [1-13]. The scientists have not suggested a profound 

solution to the task under study. There have been developed some criteria to evaluate the effectiveness 

of the automatic control and monitoring process. However, there are several of them, which causes 

certain difficulties in evaluating the effectiveness of the process and ACMS. 

2.3 The aim of the article 

The article is aimed at selecting and justifying a composite criterion to evaluate the effectiveness of 

the process and automatic control and monitoring system. 

2.4 The main body 

A composite criterion for the evaluation of the effectiveness has to characterize the information 

capacity of the process and the system of automatic control and monitoring. 

Modern automatic control and monitoring systems use discrete messages based on the fact that 

arbitrarily complex messages can be transmitted using a sequence of binary digits 0 and 1. 

A binary sequence can be used to transmit an event message selected from N=2m possible events, 

where Nm 2log  is the length of the sequence (the number of bits in a binary number). Thus, the 

length of the sequence required to transmit a certain message is proportional to the logarithm of the 

number of possible messages. It is obvious that the maximum amount of information maxH , contained 

in a message is proportional to its length, i.e. 

 NH 2max log .  (1) 

Value maxH  indicates an upper bound on the amount of information that can be contained in a 

message. 

The actual amount of information depends not only on the number of possible messages, but also 

on their probabilities, since messages are chosen from a set of possible non-uniform messages. On the 

grounds of the mentioned above, the concept of a quantitative measure of information is introduced. 

 )(log)()( 2

1

i

N

i

i XPXPXH 


 , (2) 

where )( iXP  is a probability of the i-message from the set N. 

In the case when the probabilities of all messages, except one, turn to zero, i.e. if 0)( iXP  and if 

)(1)( ikXP k  , the amount of information is zero. If it is known in advance that all possible 

messages in the set N are equally probable, the amount of information is maximum. 

Thus, in all cases, except limiting ones ( 0min N  and NH 2max log ), the inequality holds true 
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 NH 2log0  .(3) (3) 

Value H is called the entropy of the random value X. It is a measure of the initial uncertainty of the 

result when selecting messages X from the set of possible messages. Message selection completely 

removes this uncertainty and delivers an amount of information equal to H. 

The amount of information received by such a system in the process of monitoring and controlling 

an object over a time interval ),( t  is equal to the change in the amount of entropy: 

 ),,(),,(),,( 0  tXHtXHtXI k , (4) 

where ),,(0 tXH  is the entropy, which describes the uncertainty of the object under control and 

ACMS before monitoring and controlling ( X  is the set of object states at the time point t , 

corresponding to the moment when monitoring is stopped,   is the time point corresponding to the 

moment when control system stops operating; ),,( tXH k  is the conditional entropy of the controlled 

object and ACMS in the implementation of the monitoring and control process. 

Each state of the controlled object at any time t  is characterized by the probability of completing the 

task in the time interval ),( t : 

 ),(),(),(  tPtPtP ПОВО  , (5) 

where ),(),,(  tPtP ПОВО  are respectively the probabilities of the absence of sudden and gradual 

failures of the controlled object and the control and monitoring system. 

If sudden and gradual failures are independent, the entropy of the control and monitoring process is 

the sum of the entropies caused by these failures: 

 ),,(),,(),,(0  tXHtXHtXH ПОВО  , (6) 

where  )),,(1(log)),,(1(),,(log),,(),,( 22  tXPtXPtXPtXPtXH ВОВОВОВОВО   

in accordance with the expression (2); 

dXtXftXftXH ПОПОПО ),,(log),,(),,( 2   




   is the entropy caused by the influence 

of the gradual failures on the output parameters of the control and monitoring process (here 

),,( tXfПО  is the distribution density of the output parameter X , subjected to the influence of 

gradual failures). 

The optimal level of the controlled object uncertainty is selected from the condition ensuring a 

given probability of the task completion by the object: 

 
,)]},,(1[log)],,(1[

),,(log),,({),,(

2

2

kPOkkkPOkk

kPOkkkPOkkОПТ

tXPtXP

tXPtXPtXH








 (7) 

where ),,( kPOkktXP   is the probability that the object as well as control and monitoring system will 

complete the task completion in the time interval ),( kPOkkt  , which starts at the time moment when 

monitoring stops kkt
 
(monitoring end), and stops at the time moment when the controlled object stops 

operating kPO  (end of the object operation). 

The control time k  should be kept to a minimum so that the maximum amount of information 

with the greatest reliability can be obtained per unit of time. At the same time, this minimum should 
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not exceed the permissible time for taking the object out of the readiness state, as this will lead to an 

unjustified complication of the control and monitoring system. 

The composite criterion of effectiveness should characterize the information capacity of the process 

and the automatic control and monitoring system. 

The amount of information received by the ACMS in the process of monitoring and controlling an 

object over a time interval is determined in accordance with the dependence: 

 ),(),(),( 0  tHtHtI  , (8) 

where ),(0 tH  is the entropy that describes the uncertainty of the controlled object and ACMS before 

control and monitoring starts. It is determined by the formula (6); 

),( tH  is the remaining entropy of the controlled object and ACMS after the process of object 

controlling and monitoring is completed. It is determined by the formula (7). 

The equality (8) describes the real information capacity of ACMS. The potential possibility of the 

system is the value 

 ),(),(  tHtIП  . (9) 

The effectiveness of ACMS from the informational point of view can be evaluated by the criterion 

 
),(

),(
),(






tI

tI
tЭ

П

Р
I  , (10) 

where ),(),(  tItIР   is the real amount of information calculated according to (8). 

Taking into account (8) and (9), we get expression (11) to evaluate the effectiveness of ACMS 

 
),(

),(),(
),(

0

0






tH

tHtH
tЭ


  (11) 

According to the expression (11) it is easy to notice that the ideal ACMS will have the 

effectiveness value 1),( tЭI , and the real one – the value 1),( tЭI . However, the criterion (11) 

does not take into account the dynamics of the control and monitoring process, complexity and cost of 

ACMS. These disadvantages can be eliminated by introducing a different ratio for ACMS 

effectiveness 
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where 
),(

),(
),( max






tC

tI
tК I



  is the maximum amount of information obtained by ACMS per unit of its 

total cost; 

),(),(
1

maxmax  tItI
m

i

i


  is the maximum amount of information obtained when monitoring the 

process by m parameters; 

),(

),(
),(

min

maxmax






tC

tI
tК IO   is the maximum average amount of information received by ACMS when 

controlling the process by m parameters per unit of the minimum total cost of the idealized ACMS; 

),(),(
1

maxmaxmaxmax  tItI
m

i

i


  is the maximum average amount of information obtained when the 

object is controlled by m parameters. 
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Taking into account the abovementioned relations (8), (9), (12) and the equality mtI ),(maxmax   we 

get the final formula to evaluate the effectiveness ACMS: 
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min0
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),()],(),([

),(





 . (13) 

3. Conclusion 

Thus, to evaluate the effectiveness of the monitoring and control process carried out by ACMS, it is 

necessary: 

- to determine the entropy of each subsystem of the object and ACMS before the control process 

starts; 

- to determine the entropy of the controlled object, taking into account the entropy ACMS, caused by 

the errors taking place during the process of monitoring and control of each subsystem of the object; 

- to calculate the initial cost ),(min tC  and the final cost C  of ACMS; 

- to make calculations using the formula (13). 

It is worth mentioning that the variation range of the composite statistical criterion corresponds to 

condition 1),(0  tЭ . 

Advanced ACMS with high efficiency have a composite index of effectiveness close to one. 
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